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Abstract :

The rapid advancement in technology that the world is witnessing
today has led to the emergence of modern techniques. This is evident through
the use of innovative methods in contracting, with the internet being at the
forefront of these approaches. However, these new methods in contracting
and electronic communication have posed certain challenges, such as proving
their content and the legal difficulties that online users face.

Trust and security are undoubtedly crucial for the flourishing of
electronic transactions, necessitating the availability of guarantees in
electronic contracts. One key challenge faced by online users is the lack of
physical interaction, which makes it essential to have a trusted and neutral

third party that ensures trust and security.



This can be achieved through electronic authentication and the
establishment of regulatory bodies to govern electronic authentication
services. International and regional efforts have been combined to fulfill these
requirements, assigning responsibilities and obligations to these regulatory
entities regarding the authentication of documents and certificates, as well as

determining their liability in case of fraud or certificate manipulation.



